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I want to understand the 

structure and dynamics

of the social world!
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What do I really want to know?

A B

C

You
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Data Hopes and Dreams

Research Questions?

What topics do people discuss?

What are new/trending topics?

Who are the opinion leaders? 

How does information 

spread in the city?
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My Research Reality

Research Questions?

What are these dots?

Do we have enough lines?

What can we calculate?
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“Human Behavior” from Data



Representation of Human Populations
• Population bias

• Proprietary algorithms for public data

Representation of Human Behavior
• Human behavior and online platform design

• Distortion of human behavior

• Non-humans in large-scale studies

Issues with Methods
• Proxy population mismatch

• Incomparability of methods and data

• Multiple comparison problems

• Multiple hypothesis testing
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Big Data/Social Media Challenge 

Ruths, Derek & Pfeffer, Juergen (2014). Social 

Media for Large Studies of Behavior. Science Vol. 

346, Issue 6213, 1063-1064.
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“Human Behavior” from Data?

?

?



What do we measure?

Human behavior?

Change in user interface?

Change of human behavior triggered by change of user 

interface? 
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“Human Behavior” through Data?

?
→ Interplay between Data/AI and Society



What is the impact of Data/AI and its 

applications on…

• Fundamental Rights

• Democracy

• The Rule of Law

…and how can we measure this impact?
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Research Interest



What would be the 

moral advice of ChatGPT?
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The Trolley Problem

What would you do?



Normative ethical theories:

• My attitude must be good (virtue)

• My action must be good (deontological)

• The result must be good (consequential/utility)
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ChaGPT & The Trolley Problem
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What About Another Version of ChatGPT?

The model is now “considering” … “spend more time thinking through problems”
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The Ethical Stance of AI?

→ The Utilitarian Turn of AI?

J. Pfeffer, S. Krügel, M. Uhl (under review): The smarter AI gets, the more likely it might push you off the bridge.
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Ethical Stance as a Function of Model Size?



ChatGPT’s advice is not consistent:

“…morally irrelevant differences in the description of an issue can result in contradictory judgments.”

Different models have different (unknown) positions

Nonetheless, it does influence users’ moral judgment

Humans influenced, even if they know that are advised by a chatting bot

→ ChatGPT corrupts rather than improves its users’ moral judgment.

→ Transparency, however, is not sufficient to enable the responsible use of AI.

15Jürgen Pfeffer

AI & Moral Advice



Awareness of fundamental principles: Some variables are more important than others

Must never be mixed up with other variables (e.g. user experience, comfort, …)

Traditional focus of research and development in Data Science/AI:

Humans as users/customers

Humans as risk factors

Shift in perspective is needed:

Public interest more than crash barriers and roadblocks

Public interest as a goal

→ How do we get there?
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Focus Change of AI Development/Utilization
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10 (or more) 

Rules

for the 

Digital World

Behavioural guidelines for  

individuals, organizations, and 

institutions, who bear responsi-

bility in the age of digitalization.



Recognition of:

• the dignity and value of the human person

• their creative and ethical potential

• their ability to shape the future

• are the basis of the peaceful and democratic coexistence of free subjects

Responsibility to live a mindful and good life and to make use of our abilities to 

openly communicate this through speech, freedom of conscience and belief,

Modern technology lends us many suitable means to do such in a wise and fair way.
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Preamble



1.

Do not elevate 

digital technology 

to an end in itself.

Digitalization should only be used in service of 

people, society and the environment.

Against unlimited application of AI for every 

imaginable purpose

We need the courage to strive for a 

digitalization that is good for society, rather 

than one that is aimless and thoughtless.
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2.

Do not wrongfully 

attribute humanity 

to machines.

Imitating humans is potentially manipulative, 

misleading and can contribute to a dangerous 

exploitation of patterns of personal 

relationships. 

AI uses ‘I’ pretending to have feelings and 

experiences 

Machines are not human, and humans are 

not machines.
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3.

Create space 

for downtime 

and analogue 

encounters.

Digital designs can cause addiction and 

negatively affect our mental health.

Humans need space and time for leisure and 

peace.

Humans need real physical interactions as 

humans are bodily creatures.
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4.

Honor social 

and democratic 

skills.

Manipulative or uncontrollable technology can 

lead to the disempowerment of individuals, 

communities, or even entire countries.

Focus on democratic self-determination, 

interpersonal conflict-resolution skills, 

family and general social coexistence in which 

people learn how to communicate with one 

another. 
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5.

Do not destroy 

nature for 

technological 

progress.

Energy, water, air, rare earth minerals, gases, 

landscapes, and space itself cannot simply be 

bought, expended, and reduced to mere 

resources. 

The process of digitalization is considerably 

more destructive to the environment than it 

is generally portrayed to be. 

Contrary to the desires and common sense of 

the general public. 
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6.

Do not treat 

people as mere 

data objects.

People are increasingly being reduced to their 

online profiles and digital traces.

Such practices undermine human dignity and 

inhibit the unfurling of our full personal 

potential. 

Humans are more than the sum of 

quantifiable data.
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7.

Do not deprive 

yourself and 

others of their 

true human 

potential.

Technological development is built around the 

consumption of our attention.

This undermines our ability to think for our-

selves, to express our own thoughts, to be 

creative, to independently solve problems, 

and to cultivate practices of mutual care and 

appreciation. 
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8.

Do not deny 

the limits of 

technology.

Tendency to systematically overestimating the 

capability of (digital) technical solutions and 

downplaying the limits of digital 

technology. 

Technological defects, meanwhile, are swept 

under the carpet, leading to psychological 

(and possible financial) harm to those 

affected.
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9.

Do not undermine 

the freedom of 

others by 

technical means.

Technology can, in many respects, give us 

new, powerful freedoms and open up new 

horizons. 

The temptation to defy personal and social 

boundaries and increase surveillance in all 

contexts.
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10.

Prevent the 

concentration of 

power and ensure 

participation.

We observe extreme power asymmetries at all 

stages of the technological design and use 

processes. 

The unprecedented concentration of 

technological, economic and—

increasingly—political power in the hands 

of a few actors operating worldwide is not 

conducive to democracy. 

Digital technology must not lead to a world 

where some are restricted or excluded from 

participation in social activities or democratic 

processes.
28Jürgen Pfeffer



11.

Do not distort 

truth or enable 

deception 

through 

technology.

Promoting honesty, transparency, and integrity 

in the digital space, and actively combating 

misinformation, deepfakes, and algorithmic 

manipulation or bias.

Seeking the truth, by knowing that we 

might never find it.
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1. Do not elevate digital technology to an end in itself.

2. Do not wrongfully attribute humanity to machines.

3. Create space for downtime and analogue encounters.

4. Honor social and democratic skills.

5. Do not destroy nature for technological progress.

6. Do not treat people as mere data objects.

7. Do not deprive yourself and others of their true human potentials.

8. Do not deny the limits of technology.

9. Do not undermine the freedom of others by technical means.

10. Prevent the concentration of power and ensure participation.

11. Do not distort truth or enable deception through technology.
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Which topics / areas are missing?
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